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POST GRADUATE CERTIFICATE IN
CYBER LAWS

Term-End Examination
June, 2011

00381

MIR-014 : PRIVACY AND DATA PROTECTION

Time : 3 hours Maximum Marks : 100

Note: (i) Answer all the questions from Part-A.
Each question carries 2 marks.

(ii) Answer any five questions from Part-B.
Each question carries 10 marks.

(iii) Answer any two questions from Part-C.
Each question carries 15 marks.

PART-A

1.  Explain the following in brief. 10x2=20
(a) Modern principles of right to privacy.

(b) Right to privacy if a fundamental right.

(c) ListIndian legislations dealing with right to
privacy.
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(d) Legal position of right to privacy in U.K.
(e) Child Pornography.
(3] Phishing
(g) Concept of cyber security
(h) Types of crimes against minors .
(i) E-governance

(j) sensitive personal data under U.K.
Legislation.
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PART - B

2.  Answer any five question confining it to 300 words

each.

()

(b)

(©)

(d)

U

(8

MIR-014

5x10=50

Explain the digital and internet privacy
challenges.

Write a note on Right to Privacy against
wire - tapping.

How do you define privacy under IPR
(intellectual property rights) ?

What do you understand by data transfer
regime ?

What do you understand by the concept of
cyber security ?

Distinction between computer fraud and
Abuse Act (CFAA);

What do you understand by security policy,
standards and procedures ?

Explain the data protection law in India.
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PART - C

3.  Answer any Two of the following question in not more
than 450 words each. 2x15=30

(a) Explain insecure modem and cookies.
(b) Explain the concept of cyber secufity.

() What is the most important non regulative
measure for controlling the crimes against
minors ?
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POST GRADUATE CERTIFICATE IN

013566

CYBER LAWS (PGCCL)

Term-End Examination
December, 2011

MIR-014 : PRIVACY AND DATA PROTECTION

Time : 3

hours Maximum Marks : 100

Note :

(i) Attempt all questions from Part-A. Each question
carries 2 marks.

(ii) Attempt any five questions from Part-B. Each
question carries 10 marks.

(iii) Attempt any two questions from Part-C. Each
question carries 15 marks.

PART-A

1.  Explain the following in brief.

(a)
(b)
c)
d)
e)
f)
(8)
(h)
(i)

()

(
(
(
(

Right to privacy and Article 21.
Specify four privacy related wrongs.
Cyber stalking. |
Hoax

System inference.

Tort of intrusion

Information warefare.

E-commerce.

Openness principle.

E-Governance
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PART - B
2.  Answer any five questions confirming it to

300 words.

(@) What are the guiding principles for
protection of privacy in European Union ?

(b) Discuss US Judicial approach on online
crimes.

(c) Write a note on e-bay case in US.

(d) What are Audit Trials and why is it
important to have Audit Trails ?

() What is the present status of ‘Data
Protection’ laws in India ?

(f) Explain the US safe Harbor framework.

(8 Discuss self - disciplinary measures to check
online crimes.

(h) Explain the concept of information

MIR-014

warefare and its counter measures.
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PART - C

3. Answer any two of the following questions in
not more than 450 words each.

(a) Explain the provisions under Information
Technology Act, 2000 (IT Act, 2000) that
are affecting the concept of privacy in the
information world.

(b) Explain the eight principles set out in the
OECD guidelines on the protection on
privacy.

(c) Discuss Judicial Trend in India relating to
Individual privacy.
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01302

CYBER LAWS (PGCCL)

Term-End Examination
June, 2012

MIR-014 : PRIVACY AND DATA PROTECTION

Time : 3 hours

Maximum Marks : 100

Note : (i) Answer all questions from Part-A. Each question

carries 2 marks.

(i) Answer any five questions from Part-B. Each
’ question carries 10 marks.
(iii) Answer any two questions from Part-C. Each
question carries 15 marks.
PART-A
1.  Explain the following in brief :
(a) Privacy as legal right
(b) False light publicity
(c) Hacking
(d) Trojans
(¢) E -commerce
(f) Data interception
(g) Information ware fare
(h) CAN - SPAM Act
(i) CERT
(i) Openness principle
MIR-014 1 P.T.O.
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PART-B

2.  Answer any five question :

(a)

MIR-014

What are the major threats to privacy in the
internet ?

What are the Major Security Challenges in
cyber space ?
Write a note on e-Bay in USA.

What is the current status of ‘data
protection’ laws in India ?

Write a note on Information Privacy in
E - Commerce.

Tortious remedies available for Protection
of Privacy.

Write a note on US Vs Upham

What do you understand by Security Policy,
standards and procedures ?
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PART-C

3.  Answer two of the following questions in not

more than 450 words each :

(a)

(b)

MIR-014

Compare the legislative framework between
US and UK regarding Privacy Protection.

What are the most common techniques
adopted by hackers and suggest whether
the law is adequate in India ?

Explain the eight principles set out in the
OECD guidelines on the protection on
privacy.
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POST GRADUATE CERTIFICATE IN

CYBER LAW (PGCCL)
Term-End Examination
December, 2012
MIR-014 : PRIVACY AND DATA PROTECTION.
Time : 3 hours Maximum Marks : 100

Note : (i) Answer all the questions from Part-A. Each
question carries 2 marks.
(i) Answer any five questions from Part-B. Each
question carries 10 marks.
(iii) Answer any two questions from Part-C. Each
question carries 15 marks.

PART-A
1.  Explain the following in brief : 10x2=20

(a)  What do you understand by Privacy ?

(b) Cyberspace.

(c)  Explain a common infringement of privacy
today in present day context.

(d) What provisions of the Indian Constitution
seeks to protect Information Privacy ?

(e) Business Process Outsourcing.

(f) Data protection.

() What damages are available for privacy
related wrongs in India ?

MIR-014 1 P.T.O.
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(h) Digital signature.
(1)  Service contracts.
()  Cyber Stalking.
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PART - B

2. Attempt any five questions confining it to
300 words. 5x10=50
(a) What are the modern principles of Right to

Privacy ?

(b) What are the major threats to privacy in the
world of Information Technology ?

(c) Privacy may be viewed as an Intellectual
Property Right. Discuss.

(d) What are the legal principles that can be
used to counter cyber threats ? Explain with
examples.

(e) Explain in brief the Information Security in
the light of Information Technology Act,
2000.

(f)  Critically analyse the case the eBay Inc.
V Bides edges Inc.

(g) What are the eight principles set out in the
Organisation of Economic Co-operation
and Development (OCED) Guidelines ?

(h) Explain how information privacy and

e-commerce are two sides of the same coin.
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PART - C

3.  Attempt any two of the following questions in not

more than 450 words each. 2x15=30

(a) How does the Constitution of India address
the issue of Privacy ? Discuss in the light of
decided cases.

(b)  What are the legislative provisions for data
protection available in India ?

(c) Discuss the information security and
technological vulnerabilities in US and
India.

MIR-014 4
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POST GRADUATE CERTIFICATE IN

CYBER LAW (PGCCL)
Term-End Examination
June, 2013
MIR-014 : PRIVACY AND DATA PROTECTION
Time : 3 hours Maximum Marks : 100

Note : (i) Answer all the questions from Part-A. Each
question carries 2 marks.
(i) Answer any five questions from Part-B. Each
question carries 10 marks.
(iii) Answer any two questions from Part-C. Each

question carries 15 marks.

PART-A
1.  Explain the following in brief : 10x2=20
(a) Concept of privacy
(by  Child Pornography
(c) e-Governance
d) Cookies
e) Concept of personal data

(
(
(f
(
(

~—

Privacy Directive

g) Cyber crime

h) What are the remedies available for
protection of privacy in Law of Tort

(i)  Malicious Software

()  Information security audit
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PART-B
2. Attempt any five questions confining it to

300 words. 5x10=50

(a) Discuss Right to Privacy as a constitutional
right.

(b) What are the four main privacy related
wrongs ?

(c) What are the forms of data related threat in
cyber space ?

(d) What are the three steps that a non-EU
Company must take in order to transfer
personal information about the EU citizen
outside the EU ?

(¢) Which are the two bodies of the US
recognized by the EU in case of the safe
harbor framework ?

(f)  What is the concept of ‘personal data’ under
the EU privacy directive ?

(g)  What are the different concepts that form
electronic monitoring ?

(h) Give examples of four self disciplinary
measures to protect minors from cyber

crime.
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PART-C

3.  Attemptany two of the following questions in not
more than 450 words each. 2x15=30
(a) Discuss the modern principles of privacy

and its interpretation by the Judiciary in
India.

(b) What is data protection ? Explain the
various efforts made in India for protection
of data.

(¢)  What is information privacy ? Explain the
legal approach in respect of protection of
information privacy in India ?

MIR-014 3
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CYBER LAW (PGCCL)

Term-End Examination
December, 2013

MIR-014 : PRIVACY AND DATA PROTECTION

Time : 3 hours Maximum Marks : 100

Note: (i) Attempt all questions from Part A.

Each question carries 2 marks.

(i) Attempt any five questions from Part B.

Each question carries 10 marks.

(iii) Attempt any two questions from Part C.

Each question carries 15 marks.

PART - A
1.  Explain the following in brief : 10x2=20
(@) Concept of Privacy
(b) Tort of Intrusion
(c) Hacking
(d) Child pornography
(e) Computer hacking
(f) Smurfing
(g) Data
(h) Types of cyber crime
(i) E - mail forgery
(j) Malware
MIR-014 1 P.T.O.



Download More:- https://www.ignouassignmentguru.com/papers

PART - B
Answer any five questions from this part : 5x10=50
1. How can you define privacy in term of human
rights ?
2. How is Privacy defined in Intellectual Property
Rights ?
3. What are the tortions remedies available for

protection of privacy ?
4.  What are the Security challenges in cyberspace ?

5.  How can data be regulated in Cyber Space ?

6.  Explain the US safe Harson Framework.
7. Explain the different concepts of electronic
monitoring.
PART - C

Answer any two of the following question : 15x2=30

1.  Mention the internet crimes against minors.
Explain the legeslative response by different
countries.

2.  Explain the security challenge faced by
cyberspace. What do you understand by the

concept of cyber security?

3.  What is the basis of OECD guidelines? Mention
the scope of OECD guidelines.

MIR-014 2
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MIR-014 : PRIVACY AND DATA PROTECTION
Time : 3 hours Maximum Marks : 100

Note: (i) Attempt all questions from Part A. Each question
carries 2 marks.
(i) Attempt any five questions from Part B. Each
question carries 10 marks.
(iii) Attempt any two questions from Part C. Each
question carries 15 marks.

PART - A
Explain the following in brief. 10x2=20

1.  Privacy is a legal right. Comment.

2. What are the threats to privacy in the new
technological refine ?

3.  How does the Supreme Court define privacy ?
4.  What is meant by false light publicity ?

5.  Why should the cyberspace be secured ?

6.  What is meant by a cyber stalking ?

7.  What is phishing ?
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8. What is DNS hijack in cyberspace ?
9. What is openness principle ?

10. E-governance.

PART - B
Answer any five questions from this part.  5x10=50

1. Establish the relation between right to privacy and
human rights.

2. Explain the concept of cyber security.
3. Discuss the controls against malicious software.

4.  What is the importance of audit trail during
audits ?

5. How do you define ‘data’ ? Why is there a need
for regulating data protection ?

6.  Explain the eight principles set out in the OECD
guidelines.

7. Explain how information privacy and
e-commerce are two sides of the same coin ?
PART - C
Answer any two of the following questions. 2x15=30

1. Describe the legal formalities for setting up a BPO
in India.

2. Mention the different measures to protect child
from internet crimes.

3. What are privacy related wrongs ? Explain with
suitable illustrations.
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POST GRADUATE CERTIFICATE IN
CYBER LAW (PGCCL)

N Term-End Examination
AV e IS December, 2014

MIR-014 : PRIVACY AND DATA PROTECTION

Time : 3 hours Maximum Marks : 100

Note : Answer all questions from Part A. Each question
carries 2 marks. Answer any five questions from
Part B. Each question carries 10 marks. Answer
any two questions from Part C. Each question
carries 15 marks.

PART A

Explain the following in brief : : 10x2=20

Business Process Outsourcing taxation

Insecure modems

1. Malicious Software

2. Modern principles of right to privacy
3. Social engineering

4. Cyberstalking

5. Information warfare

6. Importance of OECD

7.

8.

9.

Cookies
10. Data interception
MIR-014 1 P.T.O.
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PARTB
Answer any five of the following Questions. Each
question carries 10 marks. 5x10=50

11. Write a note on Right to Privacy versus Freedom
of Press.

12. Explain and illustrate Internet crimes against
minors.

13. Discuss the security challenges in Cyberspace.

14. Explain the need for data protection) and also
describe the current status of ‘data protection’
laws in India.

15. Discuss the basic international principles of the
OECD guidelines.

16. Discuss in detail the data security policy.
17. Explain the need for privacy statute in India.

18. Discuss the tortious remedies available for
protection of privacy.

MIR-014 2
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PART C
Answer any two of the following questions in not more
than 450 words each : 2x15=30

19. What are the salient features of Business Process
Outsourcing ? Refer to some of the foreign
legislations, which affect the BPOs in India.

20. Discuss the comparative legal position in respect
of data protection in the US, UK and India.

21. Explain the concept of hacking and the
techniques used by hackers.

MIR-014 3 1,500
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MIR-014 : PRIVACY AND DATA PROTECTION

Time : 3 hours Maximum Marks : 100

Note : (i)  Answer all questions from Part A. Each
questions carries 2 marks.

(ii) Answer any five questions from Part B. Each
question carries 10 marks.

(iii)  Answer any two questions from Part C. Each
question carries 15 marks.

PART - A
1.  Explain the following in brief : 2x10=20
(a) False light publicity
(b) Hacking
(c) Trojans
(d) Digital signature under the IT Act, 2000
() Sensitive personal data under the UK Act.
(f)  Modern principle of Right to privacy
(8) Role of Computer Emergency Response
Team (CERT)

h) Tort of intrusion

[y R gmyRoum
=

Enlist any two privacy related wrongs
E-mail forgery.
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PART - B

2.  Answer any five of the following questions : 5x10=50

(@) Write a note on the current status of data
protection Laws in India.

(b) Compare the legislative framework between
the US and UK regarding privacy
protection.

(c) Explain computer facilitated crimes.

(d) Explain the US safe harbour framework.

() Discuss the salient features of Business
Process Outsourcing.

(f)  Explain technological safeguards to protect
minors from cyber crime.

(g) Explain the terms ‘insecure modems’ and
cookies. '

(h) What do you mean by risk assessment and
classification of information system ?

PART - C
3.  Answer any two of the following questions in not
more than 450 words each : 2x15=30

(a) Discuss some of the measures intended to
protect minors from indulging in internet
crimes.

(b) What do you understand by the term
‘Information Warfare’ ? What counter
measures, if any, can be taken to deal with
it ?

(c) Explain constitutional issues relating to
privacy and their relevance to cyberspace
with the help of decided cases.

MIR-014 2
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MIR-014 : PRIVACY AND DATA PROTECTION

Time : 3 hours Maximum Marks : 100

Note : (i)  Answer all questions from Part A. Each
question carries 2 marks.
(ii)  Answer any five questions from Part B. Each
question carries 10 marks.
(iti) Answer any two questions from Part C. Each
question carries 15 marks.

PART - A

1.  Explain in brief the following : 10x2=20

(a) Information privacy

(b) Public disclosure of private facts

(¢) Hoax

(d) System configuration bugs

(e) Security Audit

(f) Computer Emergency Response Team

(g) Data quality principle

(h) Privacy in Tort law

(i) E - governance

() Internet crimes against Minor

MIR-014 1 P.T.O.
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PART - B
2. Attempt any five questions confining it to

300 words : 5x10=50

(a) Write note on ‘Surveillance versus Right to
Privacy’ with the support of decided case
laws.

(b) Discuss the Privacy related wrongs.

(c) Write a note on cyber security.

(d) Discuss the various detection and preventive
controls to protect against Malicious
Software.

(e) Write a note on Data Protection in India.

(f)  Explain the term Information piracy and the
different legal approaches concerned with
its protection.

(g) Whatare the legal formalities to be followed
for setting up a BPO in India ?

(h) Discuss the legislative response made by
USA dealing with ‘Kids Protection On-line’.

PART - C
3.  Attempt any two of the following questions in not
more than 450 words each : 2x15=30

(a) Discuss the tortious remedies available for
protection of privacy.

(b) Discuss in detail the security threats and
challenges faced in cyber space.

(c) Discuss the OECD guidelines on the
protection of privacy and Trans Border flows
of personal data.

MIR-014 2
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Term-End Examination
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MIR-014 : PRIVACY AND DATA PROTECTION

Time : 3 hours Maximum Marks : 100

Note :

(i)  Answer all the questions from Part-A. Each
question carries 2 marks.

(i)  Answer any five questions from Part-B. Each
question carries 10 marks.

(iti) Answer any two questions from Part-C. Each
question carries 15 marks.

PART - A
1. Explain in brief the following : 10x2=20
(a) Bodily privacy
(b) False light publicity
() Worms
(d) Smurfing
(¢) Information Security Technology
Development Council (ISTDC)
(f) BPO Taxation
(g) Digital Signature
(h) Data
(i)  Privacy in Tort law
() Internet crimes against Minor
MIR-014 1 P.T.O.
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PART - B
2. Attempt any five questions confining it to

300 words : 5x10=50

(a) Analyse the Human Rights angle of privacy.

(b) Discuss the law laid down by Supreme
Court on the Right to Privacy during the
period 1954-2005.

(c) Write a note on Dissemination of Malicious
Software.

(d) Explain Digital Signature. Discuss also the
procedure for issuance, suspension and
revocation of Digital Signature Certificate.

() Write a note on at least three Security
Standards.

(f) Discuss the objectives and coverage of EU
Data Protection Directive.

() Discuss the self disciplinary measures to
protect Minors from internet crimes.

(h) Examine the legal issues involved with the
retention of Electronic Records by the
government and other private agencies.

PART - C
3.  Attemptany two of the following questions in not
more than 450 words each : 2x15=30

(a) Discuss the position of ‘Right to Privacy’
under the Information Technology Act,
2000.

(b) Write a note on the Technology’s answers
to cyber security.

(c) Discuss in detail the Safe Harbour Privacy
principles and FTC (Federal Trade
Commission).

MIR-014 2
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POST GRADUATE CERTIFICATE IN CYBER
LAW (PGCCL)

Term-End Examination

December, 2016
MIR-014 : PRIVACY AND DATA PROTECTION

Time : 3 hours Maximum Marks : 100

Note : (i) Attempt all questions from Part-A. Each
question carries 2 marks.
(ii)  Attempt any five questions from Part-B. Each
pt any q
question carries 10 marks.
(iii) Attempt any two guestions from Part-C. Each
pt any q
question carries 15 marks.

PART - A

Attempt all the questions from this part. Each
question carries 2 marks. 10x2=20

Explain the following in brief :

1. Computer Hacking

2.  Phishing

3.  E-mail forgery

4.  Business Process Outsourcing (BPO).

MIR-014 1 P.T.O.
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Malicious software.
Types of Cyber Crime.
Concept of Cyberspace.
Information warfare.
E-governance.

Child pornography.

PART - B

Answer any five questions from this part. Each
question carries 10 marks. 5x10=50

Discuss the tortious remedies available for
protection of privacy.

Explain the different concepts of electronic
monitoring.

Discuss the importance of audit trial during
audits.

Explain the eight principles set out in the
Organisation for Economic Cooperation and
Development (OECD) Guidelines.

What are the security challenges in Cyberspace ?
Discuss.

MIR-014 2
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Explain the technological safeguards to protect
minors from cyber crime.

What are the three steps which a non-EU
Company should take in order to transfer
personal information about the EU citizen outside
the EU ? Discuss.

PART - C

Answer any two of the following questions. Each

question carries 15 marks. 2x15=30

What do you understand by the term
‘Information Privacy’ ? Explain the legal
approach with respect to protection of Information
privacy in India.

Discuss the legal formalities for setting up a BPO
in India. °

Explain the ‘concept of hacking. What are the
common techniques used for hacking ? Discuss.

MIR-014 3
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MIR-014 : PRIVACY AND DATA PROTECTION

Time : 3 hours Maximum Marks : 100

Note : Attempt all questions from Part-A. Each question carries
2 marks. Attempt any five questions from Part-B. Each
question carries 10 marks. Attempt any two questions
from Part-C. Each question carries 15 marks. All parts
are compulsory.

PART - A
Attempt all the questions from this part. Each
question carries 2 marks. 10x2=20
Explain the following in brief :
1.  Privacy.

2.  Personal data.
3.  Data Quality Principle.
4.  Electronic monitoring.

5.  Denial of service in cyberspace.

MIR-014 1 P.T.O.
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Child Pornography.

Data theft.

Network Interference.

BPO (Business Process Outsourcing).
Cyber stalking.

PART - B

Attempt any five questions from this part. Each
question carries 10 marks. 5x10=50

Discuss the technological safeguards to prevent

online crimes.

How can data be regulated in cyber space ?
Discuss.

Write a short note on US safe Harbor Agreement.

Enumerate the self disciplinary measures to check
online crimes.

Explain the term ‘Information Privacy.” Do you
think that it attracts the violation of fundamental
rights of an individual ? Discuss.

Discuss the characteristics of Cyber Crime.

What are the key factors in an organisation which
need to be audited as a part of the Information
Security Audit ? Discuss.

MIR-014 2
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PART - C

Answer any two questions from this part. Each
question carries 15 marks. 2x15=30

18. Analyse the major security challenges in
cyberspace. :

19. Compare the legal position of Data Protection in
US, UK and India.

20. Discuss the modern principles of privacy and its
interpretation by the Judiciary in India.

MIR-014 .3
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Term-End Examination
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MIR-014 : PRIVACY AND DATA PROTECTION

Time : 3 hours Maximum Marks : 100
Note : (i)  Answer all questions from Part-A. Each question
carries 2 marks. ‘
(i) Answer any five questions from Part-B. Each
question carries 10 marks.
(ii) Answer any two questions from Part-C. Fach
question carries 15 marks.

PART - A
Write short notes on the following : 10x2=20

1.  Malicious Software
2.  Cyberstalking

3.  E-mail forgery

4. Malware

5.  Cyber crime

6. Data
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7.  Hacking
8.  Privacy Directive
9. Information Security Audit
10. Child Por'nography

PART - B
Answer any five of the following questions : 5x10=50

11. What are the four main privacy related wrongs ?

12. What are the different concepts that form
electronic monitoring ?

13. What is the importance of audit trail during
audits ?

14. “Information privacy and e-commerce are two
sides of the same coin” ? Explain.

15. What are the different concepts that form
electronic monitoring ?

16. Discuss the salient features of Business Process
Outsourcing.

17. Critically analyse the case of e Bay Inc V Bides
edges Inc.

18. Explain the US Safe Harson Framework.

MIR-014 2
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PART - C
Answer any two of the following questions in
about 450 words each. 2x15=30

19. Discuss the modern principles of privacy and its
interpretation by the Judiciary in India.

20. Discuss the comparative legal position in respect
of data protection in US, UK and India.

21.  Explain the techniques used by hackers in hacking
important data from the computer.
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POST GRADUATE CERTIFICATE IN CYBER
LAW (PGCCL) (PGCCL-OL)

Term-End Examination
June, 2018
MIR-014 : PRIVACY AND DATA PROTECTION
Time : 3 hours Maximum Marks : 100

Note: (i) Answer all questions from Part-A. Each question

carries 2 marks.

(i) Answer any five questions from Part-B. Each
question carries 10 marks.

(iii) Answer any two questions from Part-C. Each
question carries 15 marks.

PART - A
Write short notes on the following : 10x2=20
1.  Social Engineering.
2. Information Warfare.
3. Cookies.
4. Business Process Outsourcing.
5. E-governance.
6. Information Security Audit.
7. Importance of OECD.
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8.  Phishing.
9. DNS Hijack.
10. Trojans.

PART - B
Answer any five of the following questions : 5x10=50

11. Explain the term Computer facilitated Crimes.

12. Write a note on the current status of data
protection laws in India.

13. What are the major security challenges in cyber
space ?

14. Discuss the scope of OECD guidelines.

15. How is privacy defined in Intellectual Property
Rights ? Explain.

16. Explain the relationship between Right to Privacy
and Human Rights.

17. Discuss the controls against malicious software.

18. What are the three steps that a non-European
Union (EU) company must take in order to
transfer personal information about the EU
Citizen outside the EU ? Discuss.

MIR-014 2
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PART - C

Answer any two of the following questions in about
450 words each. 2x15=30

19. What are the salient features of Business Process
Outsourcing ? Refer to some of the foreign
legislations which affect the BPO’s in India.

20. Discuss the Information security and
technological vulnerabilities in US and India.

21. What are the different measures to protect
children from Internet crimes ? Discuss.
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POST GRADUATE CERTIFICATE IN

CYBER LAW (PGCCL)
Term-End Examination

COOO4 1 December, 2018.

MIR-014 : PRIVACY AND DATA PROTECTION

Time : 3 hours Maximum Marks : 100

Note : Answer all questions from Part A. Each question
carries 2 marks. Answer any five questions from
Part B. Each question carries 10 marks. Answer
any two questions from Part C. Each question

+ carries 15 marks.

10x2=20

PART A
Expldin the following in brief. Each question carries
-2 marks. ‘
1. Privacy

2. Tort of intrusion
3. Cpyber stalking
4. Smurfing

8. Computer crimes

MIR-014 1

P.T.O. .




Download More:- https://www.ignouassignmentguru.com/papers

6. Data
7. Data quality principle

8. Self disciplinary measures to protect minors from
crimes

9. Data protection law in India

10. Digital signature

MIR-014 2
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PART B

Answer any five Questions from this part. Each
question carries 10 marks. 5x10=50

11. “Privacy of a person is a human right.” Discuss.

12. Discuss the position of right to privacy in the
United States.

13. Explain the tortious remedies available for
protection of privacy.

14. Discuss in brief the security challenges in
Cyberspace.

15. Discuss how the OECD guidelines have helped in
harmonising protection of individual privacy.

16. Explain the US Safe Harbour framework.

17. Discuss the various Internet crimes against
minors and legal measures to protect them.

18. What measures need to be taken by India to
ensure that an effective e-governance regime is
established ? Discuss.
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PART C

Answer any two questions from this part. Each
question carries 15 marks. 2x15=30

19. Explain digital signature. Discuss its procedure
for issuance, suspension and revocation of Digital
Signature Certificate.

20. Explain the term ‘Information privacy’. Discuss
the legal approach with respect to protection of
information privacy in India.

21. Discuss the importance of an audit trial. What
are the key factors in an organization which need
to be audited as part of the information security
audit ?
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No. of Printed Pages : 4 MIR-014
POST GRADUATE CERTIFICATE IN
CYBER LAW (PGCCL)
Term-End Examination
June, 2019
It I )

MIR-014 : PRIVACY AND DATA PROTECTION

Time : 3 hours. Maximum Marks : 100

Note: Answer all questions from Part A. Each question
carries 2 marks. Answer any five questions from
Part B. Each question carries 10 marks. Answer
any two questions from Part C. Each question
carries 15 marks.

PART A

Explain in brief the following. Each question carries
2 marks. 10x2=20

1. Privacy as a legal right

2. Privacy and Intellectual Property Rights
3. Tort of appropriation

4. False light publicity |
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Hacking

Child pornography
Sensitive personal data
BPO taxation

Internet crimes against minors

10. Data transfer regime

MIR-014 2
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PART B

Answer any five questions from this part. Each
question carries 10 marks. 5x10=50

11. “There is a threat to privacy with the emerging
technological regime.” How far do you agree with
the above statement ? Discuss.

12. Discuss the status of pﬁvacy in India with the
advent of Information Technology Act, 2000.

18. Distinguish between a wrong and a crime.
Discuss the tortious remedies available for the
protection of privacy.

14, Write a note on the dissemination'of malicious
software (Malware).

15. What are the key factors in an organization,
which need to be audited as part of the
information security audit ? Explain.

16. Discuss the importance of OECD guidelines in
harmonising protection of individual privacy.

17. Discuss the data protection legislation in EU.

18. What is a BPO ? Discuss the salient features of a
BPO.
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PART C

Answer any two questions from this part. Each
question carries 15 marks. 2x15=30

19. What is the legislative position on privacy
protection in the US ? Give examples of some
important legislations which in your opinion are

effective.

20. What makes crime against minors distinct from
other conventional crimes ? What in your opinion
is the most important non-regulative measure for

controlling the menace affecting minors ?

- 21. What do you understand by information privacy ?
Explain how information privacy and e-commerce

are two sides of the same eoin.
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POST GRADUATE CERTIFICATEIN CYBER
LAW (PGCCL)

. Term-End Examination,
December 2019
MIR-014 : PRIVACY AND DATAPROTECTION

Time : 3 Hours] IMaximum Marks : 100

Note : (i) Attempt all questions from Part-A. Each question
carries two marks.

(ii) Attempt any five questions from Part-B. Each
question carries ten marks.

(iii) Attempt any two questions from Part-C. Each
question carries fifteen marks.

(iv) All parts are compulsory.

Part - A
Attempt all the questions from this part. Each question carries
two marks. Explain the following in brief. 10%x2=20

1. Cyber crime
2. Information Security Audit.
3. Computer Hacking.

4, Malware
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(2)

5. Phishing
6. E-Governance
7. Data
8. E-Mail forgery
9. Privacy in Tort law
10. Hoax

Part - B
Attempt any five questlons from this part. Each question
carries 10 marks. 5x10=50

11. Write note on Intellectual Property Rights Vis-a-Vis Right
to privacy.

12. Explain the term ‘Digital Signature’. Discuss the
procedure of issuance, suspension and revocation of
Digital signature certificate.

13. Discuss the self disciplinary measures to protect minors
from Internet crime.

14. Discuss Right to privacy as a Fundamental right.
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15. Write a note on Electronic monitoring.

16. What is the importance of Audit Trials? Discuss.

17. Explain the US Harson framework.
Part - C

Answer any two questions from this part. Each question
carries fifteen marks. 2x15=30

18. What s the basis of OECD guidelines? Mention the scope
of OECD guidelines.

19. Explain the different measures to protect child from
internet crimes.

20. What are the most common techniques adopted by
hackers during hacking? Do you think that we have
adequate law in India to address the issue of Hacking.

s
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Term-End Examination
June, 2020_- |
MIR-014 : PRNAé\f AND DATA PROTECTION

" Time : 8 Hours Maximum Marks : 100

Note : Aitempt all questions from Part A. Each
question cawigs 2 marks. A‘t-iempt any five
qi&estions from Part B, Eath question carries
10 marks. Attempt any two questions from
Part C. Each question carries 15 marks. All

‘Parts are compulsory.
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Part—A

1\-’ote :Attempt all questions from this Part. Each
questidn carries 2- marks.

Explain the following in brief:

1. Data Quality Pnncxple

2. CAN-SPAM Act.

8. Openness principle.

4. Cyber crime.

5. Smurfing.

6. Child pofnography.

7. Cyber stalking.

8. Worms.

9. BPO Taxation.

10. Privacy in Tort Law.
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Part—B

Hm sAttempt any five questions from this Part.

Each question carries 10 marks.

11. Write a note on Dissemination of Malicious
12. Define ‘ﬁaﬁ’. Why is there a need for data

protection law ?
13. What are the different concepts that form
electronic monitoring ? Discuss.

14. What are the three steps that a non-EU
Company must take in order to transfer
personal ipformaﬁon‘ about the EU citizen

outside the EU ? Discuss.

15. Whg.t do you understand by securitjr policy,

standards and procedures ?
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16. Explain the terms TInsecure’, Modems’' and
‘Coakies’. Also give illustrations to support your

answer.

17. Discuss judicial trends in India relating to
individual privacy.
Part—c i

Note : Answer any two questibqs from this Part.

Each question carries 15 markes.

18. What do you understand by the term
information warfare ? What counter measures,

if any, can be taken to deal with it ?

19. Explain the provisions under ' Information
Technology Act, 2000 that affect the concept of

privacy in the information world.

20. Discuss the legal formalities for setting up a
BPO in India.

| S60

MIR-014 — K



Download More:- https://www.ignouassignmentguru.com/papers

No. of Printed Pages : 3 MIR-014

POST GRADUATE CERTIFICATE IN
CYBER LAW (P. G. C. C. L)
Term-End Examination
December, 2020
MIR-014 : PRIVACY AND DATA PROTECTION

Time : 3 Hours Maximum Marks : 100

Note : Answer all questions from Part A. Each
question carries 2 marks. Answer any five
questions from Part B. Each question carries
10 marks. Answer any two questions from

Part C. Each question carries 15 marks.

Part—A
Write short notes on the following : 10x2=20

1. Personal data

2. Denial of service in cyberspace

3. Business Process Outsourcing (B. P. O.)
4. Openness principle

5. E-Governance

Lot-I P.T.O.
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Child pornography
Security Audit
Cookies

Importance of OECD

e-Commerce

Part—B

Note : Answer any five of the following questions.

11.

12.

13.

14.

15.

5x10=50
Discuss the right to privacy and its legal frame-

work in India.

What do you understand by Audit Trial ?

Explain its importance.

Explain the technological safeguards to protect

minors from cyber crimes.

Explain the concept of Hacking. What are the
techniques used by Hackers to Hack data ?

Discuss.

Explain the different concepts of electronic

monitoring.
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16. How is privacy defined as intellectual property

rights ? Discuss with the help of illustrations.

17. Discuss the tortious remedies available for

protection of privacy.

18. Examine the legal issues involved in retention
of electronic records by the government and

private agencies.
Part—C

Note : Answer any two of the following questions.

2x15=30

19. Discuss the comparative legal framework for

protection of data in U. S., U. K. and India.

20. What is Information Privacy ? Explain the legal
approach in respect to protection of Information

Privacy in India.

21. Discuss the concept of cyber security.

MIR-014



	Page 1
	Page 2
	Page 3
	Page 4
	Page 1
	Page 2
	Page 3
	Page 1
	Page 2
	Page 3
	Page 1
	Page 2
	Page 3
	Page 4
	Page 1
	Page 2
	Page 3
	Page 1
	Page 2
	Page 1
	Page 2
	Page 1
	Page 2
	Page 3
	Page 1
	Page 2
	Page 1
	Page 2
	Page 1
	Page 2
	Page 1
	Page 2
	Page 3
	Page 1
	Page 2
	Page 3
	Page 1
	Page 2
	Page 3
	Page 1
	Page 2
	Page 3
	Page 1
	Page 2
	Page 3
	Page 4
	Page 1
	Page 2
	Page 3
	Page 4
	Page 1
	Page 2
	Page 3
	Page 1
	Page 2
	Page 3
	Page 4

